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Executive Summary

Today’s online platforms rely heavily on recommendation systems to
serve content to their users; social media is a prime example. In turn,
recommendation systems largely depend on artificial intelligence algorithms
to decide who gets to see what. While the content social media platforms
deliver is as varied as the users who engage with them, it has been shown
that platforms can contribute to serious harm to individuals, groups and
societies. Studies have suggested that these negative impacts range from
worsening an individual’'s mental health to driving society-wide polarisation
capable of putting democracies at risk.

To better safeguard people from these harms, the European Union’s Digital
Services Act (DSA) requires platforms, especially those with large numbers
of users, to make their algorithmic systems more transparent and follow due
diligence obligations.These requirements constitute an important legislative
step towards mitigating the systemic risks posed by online platforms.
However, the DSA lacks concrete guidelines to operationalise a viable audit
process that would allow auditors to hold these platforms accountable. This
void could foster the spread of ‘audit-washing’, that is, platforms exploiting
audits to legitimise their practices and neglect responsibility.

To fill this gap, we propose a risk-scenario-based audit process. We explain
in detail what audits and assessments of recommender systems according
to the DSA should look like. Our approach also considers the evolving nature
of platforms and emphasises the observability of their recommender
systems’ components. The resulting audit facilitates internal (among audits
of the same system at different moments in time) and external comparability
(among audits of different platforms) while also affording the evaluation of
mitigation measures implemented by the platforms themselves.

Prerequisite: Decide on platform and systemic risk
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The risk-scenario-based audit process consists of four consecutive steps:

The first step aims to obtain a deep understanding of the platform
under scrutiny and use this information to determine the profiles of
stakeholders who should be involved in the audit process. Depending on the
experience and expertise needed, this could include platform developers,
researchers, legal experts and representatives of parties affected.

2. Define Scenarios: Step two focuses on the definition and prioritisation
of the scenarios. A scenario is a description of specific issues related to a
systemic risk. The scenario breaks down abstract risks like harms to ‘mental
well-being’ into concrete testable hypotheses by defining the affected party
and its characteristics (e.g., a young adult in a personal crisis), the harm
(e.g., being excessively exposed to content describing or showing self-harm),
the involved elements of the platform (e.g., the recommender system of a
social media timeline) and the further impact (e.g., increase of mental health
crisis of young adults). A systemic risk may often involve several scenarios;
therefore, prioritising and selecting is necessary.

3. Measure: The next step involves developing measurements to understand
the scenario in the context of the platform. There are many different
approaches, both in terms of the test method and elements of the platform
under scrutiny. Approaches can range from automated measurements that
look at the actual code or the spread of specific content to user perspectives
through surveys. An auditor needs to develop multiple measurements and
then prioritise them to find the best one(s) to test a specific scenario.

The final step of the process is to analyse the results and write
an audit report. The report should enable reproducibility and recommend
mitigation measures.

Without such a structured, multi-stakeholder auditing process, the DSA’'s
potentially innovative rules on audits and risk assessments will be rendered
useless. The European Commission as well as national regulatory bodies
can benefit from studying and adapting the proposed steps for their DSA
enforcement efforts: It would help regulators build up expertise and networks
on platform risks, which is necessary when dealing with professional, for-
profit auditors and the audited companies themselves. Moreover, the
guidelines we propose also provide any independent party with a roadmap
to carry out an audit, thus contributing to a more integral societal oversight
of the recommender systems of these platforms.
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1. Introduction

What would the world look like today without social media platforms? Many
people can hardly imagine a life without them because these platforms
have become an essential part of people’s daily lives. For instance, news
consumption is quickly moving to the social platform arena, and European
users are no exception. According to the Reuters Digital News Report, online
and social media have overtaken television as a news source in Germany for
the first time in 2022.

Social media platforms provide users with connectivity and community,
information and structures for social impact and political change, but these
digitalenvironmentsalsocarrytheriskofadverse effects.Studies have shown
that social media can negatively affect individuals, groups and societies.
It has been suggested that social media may be not only responsible for
news fatigue, news avoidance or reduced well-being at the individual level,
but also pose significant threats to the integrity of democracies.” Moreover,
the opaqueness of the inner workings of these technologies and the
algorithms they use makes it challenging to achieve a more comprehensive
understanding of their potential societal effects.

Despite the far-reaching risks that social platforms carry, policymakers
have long failed to tackle the challenges posed by these technologies, even
seeming reluctant to regulate them. However, this has changed—at least
within the European Union (EU). The ‘Digital Services Act™(DSA) is a critical
step in regulating social media platforms. After years of preparations and
two years of negotiations within the EU and the public, the DSA went into
force in October 2022, and its rules will apply from 2024 onwards. The DSA
regulates the obligations of intermediaries (i.e., social media or video-sharing
platforms, search engines, hosting providers and marketplaces) to protect
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users and their fundamental rights online by establishing a transparency
and accountability framework.

In its attempt to limit negative effects, one focus of the DSA is requirements
for the providers of digital platforms, especially due diligence requirements
for ‘very large online platforms’ (VLOPs; usually including very large online
search engines)®, to reduce the harms that their algorithm-based systems
may directly or indirectly inflict on individuals, groups and societies. VLOPs
should ensure this with increased transparency, reporting and audits before
launching new products and keep doing so regularly during their existence.

Now that the final version of the DSA is in force, the upcoming months and
years present the challenges posed by its implementation and enforcement.
To evaluate whether and where intermediaries are in violation of their
provisions, the DSA requires them to carry out a set of different audits
and assessments. However, guidelines on how these audits must be
conducted are missing and need to be defined over the upcoming months.
There are different implementing and delegated acts, most importantly on
independent audits by external contractors, that regulators are developing.
If civil society does not support the development of standards, definitions
and concrete procedures, the platforms will be left to their own (self-serving)
assessments. This is why, in the current paper, we take a closer look at this
central aspect of the DSA: audits and assessments of the potential harms
and risks of Al-based recommender systems of social media platforms. In
the following sections, we put forward a suitable process that is useful for
all potential auditors.

We propose an audit process based on risk scenarios. The process is
organised around scenarios that describe the specific negative effects
of a recommender system in a concrete and systematic form. As part of
this process, various platform elements, issues, stakeholders and audit
types need to be considered regarding this specific risk scenario. We map
the process steps to requirements established in the DSA and provide
auditors with guidelines for making a well-founded decision on a suitable
audit or assessment method. The process enables comparability between
different approaches, audits and assessments by systematising the
scenarios and several of the components involved. This approach is aimed
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at the observability of platforms, which means drawing attention to the
process dimension and practice of observing platforms® that are constantly
evolving. Therefore, this approach is also useful for assessing whether any
implemented mitigation measures have the desired effect.

Before we introduce the process step by step (Section 5) and give an
outlook (Section 10), we first elaborate on the following questions: What are
recommender systems, and how do they work? What are the systemic risks
the DSA mentions, and how can they be operationalised (Section 3)? We also
look at the definitions of audits and assessments within the DSA and the

literature (Section 4).

2. What are recommender systems?

Social media platforms are bustling with activity. Any given minute, 500 hours
of video are uploaded to YouTube; 66,000 pictures are shared on Instagram;
1,700,000 pieces of content are shared on Facebook; 347,200 tweets are
shared on Twitter;”and 167,000,000 million videos are watched on TikTok."® To
make sense of these vast amounts of information—and to optimise for user
engagement as part of the prevailing business models—the recommender
systems of platforms are constantly sorting, filtering and selecting the
content that will be presented to users. Recommender systems are one of
the main factors ultimately determining what specific content users end up
spendingtheirtime and interacting with.Therefore, these systems constitute
one of the most crucial components of the platforms that the DSA regulates.
The Digital Services Act defines a recommender system as follows:
“recommender system” means a fully or partially automated system
used by an online platform to suggest in its online interface specific
information to recipients of the service or prioritise that information,
including as a result of a search initiated by the recipient of the service
or otherwise determining the relative order or prominence of information
displayed.’ (Article 3(s), DSA)

The DSAfocusesontheauditsandriskassessmentsofvery large social media
and video-sharing platforms like Facebook, Instagram, TikTok, Twitter and
YouTube, including the assessment of their recommender systems. However,
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size is not the only factor that determines a recommender system’s impact.
It is also a question of how content can be shared, how users can interact
with it and how it is processed by the recommender systems. With this in
mind, our approach has been developed to afford its applicability to any
relevant recommender system, regardless of its size. In the following section,
we elaborate on two important aspects of how recommender systems work:
affordances and choice architecture (Section 2.1) and the different parts
and stages of a recommender system (Section 2.2).

2.1.Choice architecture and affordances

To achieve its goals, every platform is developed with a particular structure,
set of features, design philosophy, language, terms of service and so forth
in mind."" From the user experience perspective, the set of elements that
enables or forbids certain actions, nudges users to specific behaviour and
makes a desired behaviour and certain choices more likely is referred to
as a system’s ‘choice architecture’'” or ‘affordances’.’” The affordances of a
platform affect the content itself (e.g., by setting boundaries for the length
of a video), the user’s behaviour (e.g., by offering different settings for the
structure of atimeline) and the interaction between content and user (e.g., by
not offering a certain kind of feedback). Therefore, a platform’s recommender
system is highly dependent on or intertwined with its choice architecture.

For example, TikTok allowed only very short videos for a long time. Although
the limit was recently extended, many videos are still short because this
affordance has impacted how creators design their content. Moreover, many
of TikTok’s current features evolved from an app where users could reuse and
remix trending music over their own videos. Competitors such as Instagram
have picked up this unique feature of TikTok’s choice architecture.

Another example illustrates the impact that changes to architecture can
have. In 2016, Facebook added emoji ‘reactions’ to the like button, including
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an angry emoji. From then on, the user interface offered users more nuanced
reactions to content, which, in turn, made it easier to algorithmically
differentiate between the users’ engagement. Before this change, user
feedback by clicking the like button could only be measured as a binary value:
it was either one, meaning the user clicked the like button and had shown a
response to the post, or zero, indicating that either the user had no response
or did not ‘like’ the post. The diversification of reactions meant that the
recommender could use more data points, but reactions also seemed to be
a better indicator of attention and interaction. Therefore, Facebook started
to weigh emojis five times higher than the like button in the mathematical
calculation of the recommendation algorithms.' Although this was a
change to only one of many user engagement variables and their numerous
calculations, this development seemed to have an enormous impact. It was
criticised for spreading more misinformation and violent content across the
platform and was eventually backtracked—with the result being that users
received less problematic content.

It is important to emphasise that platform affordances make certain user
behaviour and choices more probable but do not determine it entirely.
Therefore, the analysis of affordances must always be accompanied by an
analysis of actual use.As Mark Eisenegger, professor of the public sphere and
society, put it, ‘Platform logics are constituted [...] in the interdependence of
platform affordances (1), the actual use (2) of these affordances, and the
algorithms (3) that mediate between the two dimensions’.”® For this reason,
platform affordances and elements of the choice architecture, like the user
interface shaping the user experience, need to be considered as part of the
audit process of a recommendation algorithm. That takes us to the second
aspect: ‘the’ algorithm.

2.2.Why it is not ‘the’ algorithm, but many

There is a common misconception about how recommender systems work:
‘the’ algorithm. However, platforms do not rely on a single, all-encompassing
algorithm that handles every recommendation decision. Platform choice
architectures are usually divided into different technical products and
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functionalities in which several algorithms work together. Reducing a
platform’s choice architecture to ‘the’ algorithm obscures the nuances and
intricacies of these systems.

Forexample,whenavideoisuploadedtoTikTok,itgoesthroughseveral,mostly
automated, steps before being published and before being recommended to
the user’s ‘For You’ feed. First, a system will scan it for known issues, such
as containing offensive or illegal material. If it passes this threshold, it will
then be distributed to a small number of users to obtain some preliminary
information about it and overcome what is known as the cold start problem:
theinability to filter content for which not enough information is yet available.
Once more data are available, a custom recommender can decide whether
the video is suitable for a specific user. If a particular video ‘goes viral’, it will
then be distributed to even more users and enter different pools of heavily
pushed—and hence viewed—videos.

Differentiation into technical products can be quite sophisticated. We use
YouTube as an example. Even if you do not have any technical knowledge,
you may have noticed at least six features that provide some form of content
recommendation: the homepage, its search interface, the autoplay function
at the end of a video, the section with recommendations based on the
currently watched video and the newly launched ‘shorts’ section, all of which
are intertwined with an advertisement system. All of these features are
separate technical products with theirown developmentteam and objectives.
Moreover, the recommendation systems of each of these products make use
of severalinterlocking algorithms that often provide feedback to each other.

When we discuss assessing the risks of recommender systems, we must not
only decide which platform to analyse, but also which specific product on
the platform should be evaluated. Even within the recommendation system
of one product, several algorithms are interlocked and built on each other.

Following Stray et al.,"” the generalised process of arecommendation engine
looks like Figure 1.

10
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Allitems Moderation Candidate Ranking Re-ranking
(item removal) generation (engagement (diversity, etc.)
prediction)

AswecanseeinFigure 1°°,recommender systemsand content moderationare
highly intertwined. The first step of the recommender system is ‘moderation’,
which means content may already be blocked by automated moderation at
this stage—at least if it violates any aspect of the terms of service. The terms
of service of a platform, as well as laws and regulations, influence what can
and cannot be uploaded or what content is labelled (e.g., as disinformation
and/or as so-called borderline content, leading to demotion in the following
stages).

The next two steps after ‘moderation’ are ‘candidate generation’and ‘ranking’.
YouTube developers describe these steps as follows: ‘At the candidate
generation stage, we retrieve a few hundred [video] candidates from a huge
corpus [of videos]. Our ranking system provides a score for each [video] and
generates the final ranked list’.”’ They specify the following:

‘Our video recommendation system uses multiple candidate generation
algorithms, each of which captures one aspect of similarity between
query video and candidate video. For example, one algorithm generates
candidates by matching topics of query video. Another algorithm
retrieves candidate videos based on how often the video has been
watched together with the query video. We construct a sequence model
[...] for generating personalized candidate given user history. We also
use techniques [...] to generate context-aware high recall relevant
candidates.’

11
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Here, it becomes clear how different algorithms interlock at different levels
of the recommender system—for example, to create a list of candidate
videos. Two processes run in parallel: first, the clustering of content—for
example, according to specific topics—and second, the clustering of users—
for example, according to specific interests. When we talk about algorithms
as a black box, it is not so much the general mode of operation that is not
transparent, but rather, it is the concrete clustering. What is clear, though,
is which variables can go into the calculations: explicit feedback of (dis-)
satisfaction, such as likes or blocking; positive and negative implicit signals
of interest, such as the watch time of a video or skipping; other user data
such as age, gender or the history of the account; usage statistics such as the
software and hardware or time spent online; and the friendship connections
or followings (the social graph). However, the importance of the latter is
currently decreasing in social media. TikTok marks the transition from the
social graph, as relevant on Twitter, Facebook and Mastodon, to the interest
graph, which has also been adopted by Instagram and YouTube, at least in
certain sections. In an influential article, Michal Mignano, an investor and
former Spotify employee, marked the ‘The End of Social Media and the Rise
of Recommendation Media’.”* For recommendations based on the interest
graph, subscriptions, followings, ‘friendships’ or interactions with other
users play a less critical role. Instead, the focus is on interests, which rely
heavily on interactions with the content itself, especially watch time.* For
example, the TikTok predictive model ties together user-related information,
including which videos have been viewed recently, video-related information,
such as the video duration, and video creator-related information, such as
the historical statistics of how many videos the creator has uploaded and
how often they were viewed and liked. This means that, in the final step of
the recommendation system, probabilities and predictions are made based
on historical data on past usage and connections. Different platforms also
optimise their recommendation system for different metrics set by the
companies (and their internal ranking teams), which might include watch
time, time spent on the apps, likes and interaction or personalisation.

This shift from socialto interest graphs makes recommendation engines even
more influential because it limits the options for users to intervene directly,
for example, by unfollowing certain accounts or choosing a chronologically
sorted timeline.

12
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3. What are risks?

As shown above, a platform is never ‘neutral’, and there is no such thing
as a ‘neutral’ social media timeline, even if it is sorted chronologically. As
scientific and journalistic research shows, recommender systems pose
several risks to individuals, groups and society. For example, the first stage
of a recommender system (i.e., automated content moderation) already has
its flaws, often failing to identify offensive or illegal material or overblocking
content. This is why the Digital Services Act has a strong focus on the
‘systemic risks’ of platforms.

When evaluating recommendation engines, we think it is best to start with
the following risks, as defined by the DSA, which lists four categories: (1)
the dissemination of illegal content, (2) the impact on fundamental human
rights, (3) negative effects on democratic processes and public security and
(4) negative consequences on public health, minors, mental well-being or
gender-based violence.

The DSA mentions four categories of ‘systemic risks’:

1. ‘risks associated with the dissemination of illegal content, such as
the dissemination of child sexual abuse material or illegal hate speech
or other types of misuse of their services for criminal offenses, and the
conduct of illegal activities’. (Recital 80)

2. ‘the actual or foreseeable impact of the service on the exercise of
fundamental rights, as protected by the Charter, including but not
limited to human dignity, freedom of expression and of information,
including media freedom and pluralism, the right to private life, data
protection, the right to non-discrimination, the rights of the child and
consumer protection.’ (Recital 81)

3. 'the actual or foreseeable negative effects on democratic processes,
civic discourse and electoral processes, as well as public security’
(Recital 82)

4.‘concerns relating to the design, functioning or use, including through
manipulation, of very large online platforms and of very large online
search engines with an actual or foreseeable negative effect on the
protection of public health, minors and serious negative consequences
to a person’s physical and mental wellbeing, or on gender-based
violence.” (Recital 83)

13
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It is a challenge that this list names an enormous range of risks and impacts
that vary in how well they are defined or can be defined at all. In addition, the
risks mentioned also operate at very different levels. Some of these risks can
be defined quite easily based on existing legislation, for example, when it
comes to‘illegal activities’, such as the sale of products or services prohibited
by Union or national law’. Therefore, some risks, such as the distribution of
child sexual abuse material, can be checked at the platform level by utilising
databases provided by entities such as the National Center for Missing and
Exploited Children (NCMEC), a U.S. child protection organisation.

Other risks, however, are completely undefined, quite abstract and vague
or different and sometimes contradictory definitions exist in different
disciplines.This is especially true for all risks that are described as having an
impact on individuals (e.g., psychological well-being), groups of individuals
(nondiscrimination) or societies (civil society discourse and election
processes). These risks depend on a complex socio-technical interplay
between platform design, different algorithms, users and society. As social
usepracticeschange,algorithmicdecisionmodelschangeaswell.*Therefore,
the level at which these risks can be observed and evaluated varies widely,
too. What is needed here is, first, much more concrete descriptions of the
risk scenarios and, second, accompanying sociological and/or psychological
research to capture the effects that take place beyond the platforms or in
the interaction between platforms and users.

Oneverygoodexampleisthedebatearound‘filterbubbles’,”’‘echochambers’
and polarisation on social media platforms. Whether these exist at all and
to what extent social media causes them is still in discussion. Although
these three risks are thought of as highly intertwined, they function and are
observable on different levels.

Whereas the ‘filter bubble’ theory claims that algorithms push users into
consuming an increasing number of homogeneous content and, therefore,
making people become more polarised (technical level), the ‘echo chamber’
theory suggests that it is rather the human tendency to connect with like-
minded people that causes polarisation (psychological level). To carry out

14
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research on ‘echo chambers’ this individual preference for like-minded
positions needs to be considered. Conversely, if the research interest is ‘filter
bubbles’, it is necessary to exclude this individual factor to attribute impacts
to the algorithm itself.

However, regardless of the perspective, current research has suggested that
the existence of both phenomena was highly overestimated.”” This raises the
question of whether both issues were predicated on the wrong assumptions.
If we revisit the question of what might cause polarisation in general,itis also
possible that it is exposure to opposite views that could shape polarisation,
not the absence of it.”” Here, the challenge in distinguishing societal risks
from their roots in social media platforms becomes even more apparent.
First, polarisation is not a technical but a social and only sociologically or
psychologically approachable risk,and second, it cannot be attributed solely
to platform-related reasons. Therefore, we must understand systemic risks
more as a socio-technical interplay.

This is why, when assessing these and other systemic risks, they must
be studied in relation to the specifics of each platform and its products,
as described above (e.g., the user interface or the different stages of a
recommender system). This is a basic condition mandated by the DSA, at
least for internal risk assessments of VLOPs (see Article 34). Besides this,
it will be necessary for any risk assessment to differentiate between those
risks that can be observed on a platform, for example, the spread of content
about depression and suicide’’ or promoting eating disorders®’, and the
impact these risks have on certain people, groups or society. Proving the
spread of specific content does not necessarily have a causal relation to
developments outside of the platform, for example, the mental well-being
of individuals.
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In this section, we have described the intricacies of the risks that
recommendation systems pose to individuals, groups and societies. One
thing is clear already: these risks cannot be assessed using a reductionist
checklist approach. This paradigm falls short because the questions posed
by these risks are significantly more complex and challenging than what
can be captured by a list of yes/no checkboxes. This brings us to the next
question: What are audits and assessments?

4. What are audits and assessments?

Audits and impact assessments are widely used in many fields as a method
to evaluate the potential impacts of innovations and determine their
compliance with law. Be it protecting sensitive user data or preserving the
environment or safeguarding human rights, these assessment frameworks
enable the systematic evaluation of a given system, intervention or process.
Because authorities often issue guidance of a mostly general nature, other
actors—such as local authorities—and stakeholders must operationalise
and complement this oversight.

For example, the EU’s General Data Protection Regulation (GDPR) requires
anyone who collects sensitive personal information, such as biometric data,
or who uses specific types of processing, such as scoring, to conduct a
data protection impact assessment (DPIA). As a result, the data protection
authorities have published lists of processes that require DPIAs. In turn,
researchers, standardisation bodies and civil society organisations have
published guidelines for data protection officers in organisations that
describe protection goals and safeguards. First, the ‘Article 29 Working Group’
within the European Commission published general guidelines elaborating
on the legal descriptions within the GDPR.** Based on these, data protection
authorities at the national level, like the French ‘Commission Nationale
de l'Informatique et des Libertes’ or the conference of the data protection
authorities in Germany, have released more in-depth descriptions of the
process.”” Civil society organisations like the ‘Forum Privatheit’ in Germany
then proposed processes for DPIAs that describe an approach in even more
detail.
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Similarly, in the field of human rights, standardised tools, such as human
rights impact assessments (HRIA), offer a methodology to carry out
evaluations. Based on the United Nations Guiding Principles on Business
and Human Rights, different civil society organisations have developed
toolboxes and processes that make the implementation of HRIAs easier. A
notable example is the Danish Institute for Human Rights, which is a state-
funded, independent organisation that has developed a five-step process for
conducting HRIAs that has been widely adopted.”” The HRIA process begins
with a planning phase, followed by data collection and assessing impact
severity. The final stages are the development of impact mitigation and
reporting.

For recommender systems, the DSA has adopted the practice of assessing
the possible impact before the deployment of new functionalities and
regularly during their life cycle. In addition, the DSA promotes different
perspectives, hence allowing audits and assessments to be conducted
by multiple actors, from platforms to independent researchers and civil
society. Several recitals and provisions in the DSA refer to different kinds
of audits and assessments and their targets, be it algorithmic decision-
making systems and/or compliance with due diligence requirements. These
requirements mainly affect very large online platforms (see details below),
but are also relevant to smaller platforms.

Until now, civil society actors, researchers and regulators have already
conducted audits and assessments of various online platforms and have
found a variety of potential issues and harms posed directly or indirectly
by the recommender systems these entities employ. However, in contrast
to what is the case in other fields, no specific guidelines for conducting
systematic audits of these systems have yet been proposed. Before we
present our approach, we want to clarify the terminology.

4.1. Audits and assessments in the DSA

The DSA specifies several different audits and assessments for very
large online platforms. Some are meant to be conducted by the platforms
themselves, while others shall be conducted by contracted, independent
auditors. In addition, the DSA mentions other stakeholders who should be
able to conduct evaluations regarding algorithmic recommender systems
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of VLOPs. The following list gives an overview of who should (be able to)
evaluate what:

1. Providers of VLOPs shall carry out risk assessments — even before
deploying functionalities as far as these are likely to have a critical
impact on systemic risks (Article 34). If such risks are identified, VLOPs
must put mitigation measures in place (Article 35).

2. Independent organisations/contractors, commissioned and paid
by VLOPs, shall audit the compliance of VLOPs with all due diligence
obligations mentioned in Chapter Ill of the DSA, including the internal
risk assessments and risk mitigation measures (Article 37).

3. Vetted researchers shall be provided access to requested data to
conduct research that contributes to the detection, identification, and
understanding of systemic risks and the assessment of risk mitigation
measures (Article 40(4)).

4. Digital Services Coordinators and the European Commission shall
have access to data necessary to monitor and assess compliance with
the regulation — including the risk assessments, audits, and mitigation
measures (Article 40).

A conventional classification of audit types distinguishes between first-,
second- and third-party audits.’® First-party audits usually are conducted
by internal teams; second-party audits are commissioned by platforms
themselves but conducted by external contractors or organisations, which
are granted access to relevant data; and third-party audits are conducted by
independent researchers or entities with no contractual relationship to the
audit target. If we want to subsume the audits and assessments required
by the DSA under this classification, risk assessments as described in the
above list under No. 1 can be understood as first-party audits; independent
compliance audits (No. 2) are second-party audits;and independent research
by vetted researchers (No. 3) as well as supervision by Digital Services
Coordinators and the Commission are third-party audits (see Figure 2).
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First-party audit Second-party audit Third-party audit
DSA 34 DSA 37 DSA 40
DSA 35
By VLOPs By independent organisations By vetted researchers or
comissioned by VLOPs other third parties

By DSC and EC

Some of these audits and assessments are mandatory and some voluntary,
while for others, there will be delegated or implementing acts, and some
should be part of a code of conduct. Therefore, a huge variety of multiple
perspectives will be taken into account when evaluating systemic risks.
Against the backdrop of the DSA coming into force, various stakeholders will
be tasked with analysing, assessing and auditing recommender systems.
There have been already several proposals for specific methods to analyse
social media platforms and systems that use artificial intelligence.”” This
challenge of systematising the fragmented audit and assessment landscape
is supposed to be met with voluntary standards (see Article 44, DSA) and
voluntary codes of conduct (see Articles 45ff., DSA).

Furthermore—andalsorelevanttoitsauditandriskassessmentobligations—
the DSA describes transparency, data access and reporting requirements
in multiple articles. For example, Article 24 details transparency reporting,
which should include the number of disputes submitted and number of
suspensions. Article 42 adds details for VLOPs, like reporting the number
of content moderators, their qualifications and linguistic expertise. Article
27 requires the transparency of recommender systems with respect to the
main parameters used for recommendations. Regarding advertising systems,
Article 39 describes the details of a repository of advertisements VLOPs need
to set up. Article 40 describes the process for VLOPs to give data access to
Digital Service Coordinators and the Commission. Additional transparency
obligations are requested by civil society to ensure that users can act on the
published information.
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4.2.Terminology

One challenge when specifying DSA-related audits is that the terms ‘audit’
and ‘assessment’ are often used interchangeably in different fields. Still, the
understanding of each term can vary widely, as the Ada Lovelace Institute
has pointed out. Now, add to this that the DSA takes up these terms,
specifies and uses them in its own way. This is why talking about audits and
assessments can be quite confusing.

In general, we can understand audits as ‘tools for interrogating complex
processes, often to determine whether they comply with company policy,
industry standards or regulations.”® Although in the regulatory arena,
including the DSA, an audit is considered to evaluate compliance with due
diligence obligations, in research, an audit is focused on the identification of
a bias within an algorithmic system. These two can overlap, but they do not
need to.

Algorithm audits are often conducted on a more technical level and are
part of the regular process of developing machine learning (ML) models.
These evaluations are conducted to assess the classification accuracy,
computational resources, stability of the algorithm and robustness to
specific variations (noise) in the training data. This can also encompass
methods for evaluating the potential risks.

These algorithm audits, in turn, can be differentiated from algorithmic risk
and impact assessments, which are often conducted during or along the
early development phase of a new system or ML-based feature to influence
its design. After a system is put into production, assessments can serve as
a reference to check if or to what extent risks were successfully mitigated.
Thus, their focus lies more on the social consequences.

This differentiation between algorithm audits and risk assessments is
essential for clearly understanding the scope. Risk and impact assessments
often have a wide scope and try to anticipate the societal impact outside of
the algorithmic system itself. Algorithm and other system-specific audits, i.e.,
bias audits, focus on testing a hypothesis that can be evaluated on a dataset
or within a system itself.To audit and assess recommender systems, we need
to take both perspectives into account because the risks of recommender
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systems are often societal but based on a specific technology. To assess the
impact of a recommender system, it must be evaluated along a specific risk
scenario for a specific system.

How do we now bring these definitions together with the definitions of the
DSA?

As mentioned above, in Article 37, the DSA requires that VLOPs hire external
contractors to conduct second-party audits and audit compliance with the
VLOPs’ due diligence obligations. Although risk assessments are a crucial
part of these obligations (see Article 34), it is likely that external auditors
will primarily check if the VLOPs under scrutiny conduct and document risk
assessments (and if necessary, implement mitigation measures), not how
the risk assessments were carried out and if they were valid and reliable.
That is why we will speak of DSA compliance audits when referring to audits
regarding Article 37 of the DSA.

The socio-technical approach that we propose in this document, however,
goes beyond mere compliance, strongly focusing on the auditing and
assessing of risks and impacts of algorithmic decision-making systems.
This includes several forms of impact and risk assessments, as required in
the DSA. Therefore, we distinguish DSA compliance audits from the audit
process based on risk scenarios. For this approach, we follow the five steps
of an audit process as defined by the International Standards Organization:
planning,risk assessment,audit strategy, evidence gatheringand reporting.

The following helps sum up and provide clear terminology throughout the
paper:

1. When we refer to Article 37 requirements, we speak of this as a DSA
compliance audit because it is unclear whether this audit process
includes any technical aspects.

2. When referring to any assessments of risks and impacts, be it a first-
party ‘risk assessment’ conducted by VLOPs internally (i.e., Article 34,
DSA) or a third-party assessment carried out by external and
independent researchers (i.e., Article 40, DSA), we write about risk
assessments and/or impact assessments.

3. When we talk about methods and measurements and how algorithms
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can be evaluated through specific technical approaches, such as sock
puppets, we refer to them as algorithm audits. These measurements
are not mentioned or specified in the DSA but are necessary for any
audit—Dbe it first-, second- or third-party.

Our approach will mainly focus on numbers two and three. Therefore, we see
risk assessments and algorithm audits as parts of our general audit process,
which we refer to as a risk-scenario-based audit process.

5. An audit process using risk scenarios

Whether planning a first-, second- or third-party audit, our approach, which
uses risk scenarios in a multistakeholder process, will help to structure your
audit. Using risk scenarios enables the discussion, operationalisation and
prioritisation of the systemic risks, as described in Section 3, and, therefore,
facilitates the selection of the most appropriate assessment technique to
test those scenarios.

Focusing on systemic risks in concrete scenarios will help you clarify
questions like the following: What is the definition of ‘hate speech’ or
‘mental well-being’? Where should this risk be observed and how? How
does it manifest on a specific platform? What is the impact? Moreover, the
process is intended to improve the observability of VLOPs and their systemic
risks while making mitigation measures more observable. Only when based
on a shared understanding of what an audit process should look like and
how it should work is it possible to compare algorithm audits over time or
compare different research approaches regarding the same systemic risks.
A common process also helps us structure discussions about measures for
transparency, accountability and observability*® because platforms should
be required to offer the possibility of observing processes and, thus, changes.
After all, as mentioned at the beginning, any change, no matter how small,
to one of the various (sub)algorithms can lead to a momentous shift in the
entire recommendation system.

The risk-scenario-based audit process can be executed as follows:

1. Find a diverse multistakeholder team.

2. Define and prioritise risk scenarios.

3. Develop, prioritise and conduct measurements.
4. Evaluate measurements and develop a report.
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Prerequisite: Decide on platform and systemic risk

|

% Plan — @ Scenarios — (9 Measure » Q Evaluate

Identify stakeholders and map out Define and prioritise Define and prioritise measurements Analyse results and
the audit process risk scenarios to observe risk scenarios create a report

!

Result: Audit report

As described in Section 4.1, audits can be performed by first-, second- and
third-party auditors. The process we describe can be used for any of these
audit types, but different auditors might focus on different aspects of the
process. Because of access restrictions, third-party audits may be limited
to methodologies that rely on publicly available data. First-party audits, in
contrast, have privileged access to internal documents and data, but the
question about the independence of these audits will remain. The same can
be true for second-party audits, which are sandwiched between first- and
third-party audits and, compared with the latter, may have privileged access
to internal documents and data, for example, when conducting compliance
audits. Using the risk scenario process in a transparent and documented
manner can help reduce questions about independence.

6. Step 1: Planning

In the first stage of an audit process, it is necessary to understand the
platform that will become the focus of the audit (if that is not already clear,
e.g., in an internal audit) and identify those stakeholders that should be
involved in the process.

6.1.Understand the platform

If you want to find out if platforms cause or at least influence systemic risks,
there is no one-size-fits-all solution. As explained in the second section, a
platform may consist of several recommender systems, with all of them being
embedded in the platform-specific affordances and choice architecture.
Therefore, the first step of the audit process is to focus on one platform and
try to understand it and its user base.
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Based on that decision, you will have to answer the following questions to
get a basic understanding of the platform and the company behind it:

« What is the platform’s main strategy? Platforms optimise their
recommenders for the companies’ goals. For example, The New York Times
revealed that TikTok is trying to maximise the number of daily active
users and time spent on the app as a means to maximise revenue through
advertising.”” The main strategy also influences the other aspects on this
list.

» Whatisitsaudience? Platforms have different target audiences that make
some risks more likely than others; for example, TikTok has a younger user
base, increasing the risk of harm to minors.

» What type of media is the platform based on? Recommenders for video
content are different from those focusing on text; therefore, it is important
to obtain a comprehensive understanding of the technologies a platform
relies on. For example, TikTok focuses on video, but the aspect of remixing
music is an important part of the choice architecture, too.

» What technical products exist on the platform? Platforms have different
features that are often internally managed by different product teams,
meaning they might all behave differently and, therefore, may require
separate algorithm audits. For example, TikTok’s main recommender is
used on the ‘For You’ feed, but there is also one for the ‘Following’ page and
an additional recommender for search suggestions.

6.2. Identify stakeholders

Along with others, Frances Haugen, a Facebook whistle-blower, emphasised
that audits and assessments need to be multistakeholder processes
that involve civil society and the platforms themselves to be effective
and successful.”” The DSA has also recommended involving different
stakeholders in the risk assessment process. We agree that this is indeed
indispensable because, as suggested by Helberger et al., ‘the realization
of public values in platform-based public activities cannot be adequately
achieved by allocating responsibility to one central actor (as is currently
common practice) but should be the result of dynamic interaction between
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platforms, users, and public institutions’,”” as well as independent research.
Hence, regardless of who sets up the audit process, whether it is a first-,
second- or third-party audit or who leads it, you need to include a diverse
group of stakeholders.

Although the groups are not exclusive, we identified the following expert
groups as important stakeholders who should be involved in a recommender
system audit:

1. Platforms: To ensure a comprehensive and integral audit and
assessment process, it is crucial to include the platforms themselves:
the integrity team members, developers or team members of the different
products and/or algorithms, as well as developers and experts for data
exchange and data interfaces, should ideally all take part. This applies
to first-party audits, but it can also be useful for second- and third-party
audits to which public policy staff are currently made available but that
usually lack the relevant technical expertise. Members of the following
platform teams should be considered part of the audit process:

a. Platform development: Those who know how a specific feature is
implemented, what data were used to train a ML model and so forth.

b. Platform policy: Those familiar with general management decisions
or the platform’s values and how they are (ideally) implemented.

c. Platform user experience: Platform employees who know more
about how the platform is used.

d. Platform research: Those with expertise on how the platform is
used and who may have already conducted studies to understand how
mitigations against risks may be implemented.

e. Integrity team: Those working on the research on and mitigation of
platform-specific risks, safety and user protection.

2.Users and civil society: The perspectives of those affected by systemic
risks are crucial to assess. The user perspective can be provided by
different actors, such as representatives, actual users/creators or civil
society organisations that have experience with the user perspective.

a. Representatives of affected groups: These groups can differ
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significantly depending on the risk under investigation. They range
from civil society organisations and creator representatives to the
affected persons of discriminated groups or child and youth protection
representatives.Here,itisessentialtothinkbeyondtheuserbase.There
might be impacted individuals or communities not using the platforms
themselves. Hence, it might be conceivable to create checklists at
least for each systemic risk as to whom should be considered.

b.Users: Every user can be part of an affected group, so it is necessary
to acknowledge user perspectives, especially for more explorative
assessments and the detection of risk scenarios, that are not already
thought of. Including users will also help to better understand the
individual effects of certain risks.

c. Civil society: When it comes to the investigation of social media
platforms,theirrisks and their potentialimpacts on society, civil society
organisations have already been working on these topics for years.
There are a lot of experts in the field who are working together with
academic researchers but also investigating platforms by themselves
with explorative methods;these members of civil society organisations
enrich the audit process with their perspectives on platforms and risks,
often bringing expertise from a variety of fields, such as perspectives
of research, affected parties and technological expertise.

3. Researchers: Academic and nonacademic researchers have been
studying various platforms and their uses in the past. They should be
included for their independence and expertise.

a. Risk researcher: As described in Section 3, one challenge of risk
assessments is to break down abstract systemic risks into testable
hypotheses. At this point, researchers and experts on the specific risks
under investigation will be relevant. These individuals can be experts
from sociology, psychology and related fields of expertise. They should
either have dedicated expertise in the risks under scrutiny and their
personal, psychological, and/or societal effects and/or be experienced
in translating abstract risk categories into concrete scenarios. They
need to define, design and discuss hypotheses and approaches to test
them. Therefore, it is also important to distinguish among the risks
that can be tested on the platform (e.g., via algorithm audits) and more
complex societal risks (e.g., via impact assessments).

b. Audit/assessment researcher: Researchers who are experienced
in risk assessments and audits are the ones who bring technological
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expertise to the table. They are the experts in data collection, data
evaluation and the fitting between risk scenarios and audit tools.
Although these external experts would not be necessary for first-party
audits conducted by the VLOPs themselves, they are highly important
for external second- and third-party audits.

4.0ther:Depending on the platform or the systemic risk that is the focus of
your audit, experts from other areas should be considered. The following
are additional suggestions:

a. Legal experts: Not every audit requires the involvement of legal
experts. However, in case the audit should be part of a regulatory
inspection, a compliance audit, help with the development or
implementation of standards (as, e.g., mentioned in Article 44 of the
DSA) or should fulfil any requirements mentioned in the DSA, legal
experts need to be part of the process. Depending on the audit’s goal,
these can be regulators, lawmakers, human rights experts, compliance
lawyers or litigators.

b. Independent contractors: Finally, independent contractors are a
group of people who should be further specified during the process
of implementing the DSA in the near future. In Article 37, the DSA
requires external audits for very large online platforms. As explained
in Section 4.1, this can also encompass the auditing of internally
conducted risk assessments. Therefore, it could be helpful to also
involve independent contractors in the assessments and the audits
of recommender systems because they bring specific audit expertise
from other fields (e.g., finance, due diligence, etc.). In turn, their audits
would highly benefit from the expertise of researchers, civil society
and representatives of affected groups.
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Figure 4 provides an overview of which stakeholders should be included in
what type of audit. The representatives of affected groups, users, civil society
and researchers must be integrated into the process, regardless of who is
conducting the audit. In addition, lawmakers, regulators and (external) audit
experts should always be part of second- and third-party audits, too. Litigators
have a special positioninthird-party audits because they can contribute their
expertise regarding strategic litigations against platforms that negatively
affect the risks they are audited for. To ensure the independence of the audit,
it must be carefully considered if the representatives of platforms should be
involved in the process. Nevertheless, platforms should contribute data and
transparency information through public channels.
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7.Step 2: Define and prioritise risk scenarios

Once the planning process has been completed, the target platform has been
defined and the stakeholders identified, the next step is deciding which risk
will be the focus of the audit and evaluated concretely.

7.1.Scenario definition

Because high-level risks are impossible to assess as a whole, you need to
break them down into the potential harms they entail. For example, the
question of whether TikTok has serious negative consequences on its users’
mental health is hard to answer. It could be helpful to differentiate between
users with pre-existing chronic mental health conditions, users with acute
mental health issues and users who could be considered unaffected.

Each harm can be further described by a (potentially large) number of
scenarios. For example, users in a personal crisis might be more vulnerable
when overexposed to specific content (in a ‘rabbit hole’). In addition,
regardless of the content they are watching, they could be threatened simply
by how the recommender works. By fostering prolonged usage, the app
prevents them from having contact with friends and family, which could have
potential positive health effects. A scenario always describes a hypothetical
situation, but depending on what is already known, some aspects might
be more realistic or already proven. In contrast, other hypotheses need to
be verified through the audit. For the example above, we could back up the
vulnerable status of users in a personal crisis through research; here, there
are also examples of rabbit holes on TikTok leading to excessive exposure to
depressing or negative content as shown by research, The Wall Street Journal
conducted.”® However, whether both are connected and increase the risk for
the user’s mental health would be the subject of the audit.

To standardise the way scenarios are described, we propose including at
least the following information:

1. Who is the affected party?

2. What characterises this party?

3. What harm does this actor, person or group experience?
4. How is the platform involved in this experience?
5

. What are the macro impacts that go beyond the individual?
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Answering these questions should allow for a thorough characterisation of
the risk scenario. The following descriptions should clarify what is required
of each component:

1.Affected party: Every risk scenario starts with the definition of the affected
party. Who do you think of as being affected by specific harm? Individuals
or groups? Recipients or creators? Private persons or advertisers? All
platforms have different user groups that show different usage behaviours
because there is no ‘general user’. There is often a fluid transition between
someone consuming content for various reasons and those using a platform
for professional and business purposes or creators with different levels of
expertise and professionalism. Many platforms also allow organisations,
from civil society to companies, to have accounts on their systems.

2. Characteristics: The party (potentially) experiencing harm by being on the
platform might have characteristics that are relevant to this process: for
example, users from marginalised groups, creators with a specific agenda or
organisations engaged in a policy debate might be more likely to experience
a specific harm. The relevant characteristics should be specified as clearly
and thoroughly as possible.

3. Harm: This component of the scenario should describe what the affected
party experiences that would be considered harmful. Harm is always related
to the risk under investigation, to the affected party and its characteristics
or traits. Harms can be quite individual and encompass even psychological
effects, such as ‘feeling depressed’, in which harm is connected to mental
healthrisks.If the affected party is a group, for example,a community posting
empowering videos on living with mental health issues, harms can have an
effect on individual, collective and macro levels. For example, the tightrope
of moderating mental health content could lead to overblocking and shadow
banning content about mental illnesses, which is meant to empower people.
Demoting or blocking that content is a risk that can influence the personal
well-being of a user experiencing content about their mental health issues
being blocked after sharing it, but this is also an example of discrimination
and freedom of speech.

4. Platform involvement: As explained in Section 2, several elements and
products of a platform can be involved in promoting a specific risk or harm.
This part of the scenario should describe or hypothesise what elements
of the platform are influencing the recommendation system of a specific
product and, therefore, directly or indirectly fostering the harm, such as
content moderation (e.g., shadow banning), the user interface (e.g., angry
emojis) or user experience (e.g., frictionless endless feeds).
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5. Macro impact: In Section 3, we noted that many of the ‘systemic risks
mentioned in the DSA are abstract. When applied to the risk scenarios, this
means that risks can have a negative impact on individuals and groups, as
well as on society as a whole. To differentiate between these levels, every
risk scenario not only defines a specific harm, but it can also define the
larger impact this harm can have on society, for example, civil discourse.
These platform effects might be harder to assess.

An individual/group/institution defined

affected party

by some characteristics has experienced

a harm that is related to something

platform involvement

happening on the plaform and this also

macro impact

has macro impact.

Putting these components together, a generic risk scenario would look like
the following:

Toillustrate the scenario definition process, we again refer to an investigation
by The Wall Street Journal, which examined TikTok’s ‘For You’ feed.”' The
components of one possible risk scenario derived from that research could
be the following:

Affected party: Individual user

Characteristics: Early 20s, in a personal crisis

Potential harm: Excessively exposed to videos describing or showing self-harm
Platform involvement: Recommender system of the ‘For You’ feed

Macro impact: Worsen mental health crisis for young adults®”

51 WSJ.

52 See Matt Richteland Annie Flanagan, “It’s Life or Death’: The Mental Health Crisis Among U.S. Teens’, The New York
Times, 24 April 2022, https://www.nytimes.com/2022/04/23/health/mental-health-crisis-teens.html. The number
of emergency room visits by children and adolescents in the US has been increasing since 2009.
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The corresponding risk scenario description could then be:

A young adult who is temporarily in a personal

afected party

crisis is overly exposed to videos describing

harm

or showing self-harm by the recommender

system of the ‘ForYou’ feed and this might

macro impact

exacerbate the general mental health crisis

of young adults.

Other scenarios related to the same systemic risks may involve individuals
with the characteristic of pre-existing mental health issues suffering the
harm of societal stigmatisation for being obese or having nonconforming
body types where the platform is involved because their content is also
distributed to users who are known to post comments that are considered
bullying. It could cover the affected party of activists who post empowering
videos for these groups where the platform involvement is that they are
shadow banned, so the harm is that they cannot reach their audience. As
another scenario, it could be related to an advertising system (platform
involvement) that allows businesses to target certain affected parties with
ads for drugs whose effectiveness has not been assessed by any authority.

7.2. Prioritise scenarios

The examples above describe only a subset of scenarios for one systemic
risk. Therefore, even if you focus on only one risk or have an interest in
implementing a specific audit, you might find yourself with more risk
scenarios than is possible or advisable to evaluate.”® Because of this and
given that resources of every kind are always scarce, prioritising becomes
paramount. Establishing priorities allows you to decide which scenarios

53 In the future, we would like to create an inventory of risk scenarios to be shared with the community that could
serve as a starting point for other types of impact assessments.
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should be tackled first. The question then becomes which criteria should be
used to rank the scenarios.

‘In determining the significance of potential negative effects and
impacts, providers should consider the severity of the potential
impact and the probability of all such systemic risks. For example,
they could assess whether the potential negative impact can affect a
large number of persons, its potential irreversibility, or how difficult it
is to remedy and restore the situation prevailing prior to the potential
impact.’ (Recital 79, DSA)

‘This risk assessment shall be specific to their services and
proportionate to the systemic risks, taking into consideration their
severity and probability [...]” (Article 34(1), DSA)

From a legal perspective,the DSA specifies that auditors should estimate the
probability and severity of systemic risks. Using occurrence probability and
impact severity as criteria to evaluate and prioritise risks is quite common
in many audit paradigms. In some applications, risk is even operationalised
as the arithmetic product of these two factors. Others have used more
nuanced metrics. For example, the GDPR suggests using ‘likelihood’ instead
of mathematical ‘probability’ for DPIAs. However, we argue that it is not
expedient to mathematically calculate these risks. Estimating the ‘impact’
of human rights violations, as sensitive as the deterioration of an individual’s
self-esteem, by assigning a number could be considered too subjective and
even borderline cynical. Similarly, objectively determining the probability
or likelihood that these harms will take place is simply impossible. Instead,
we propose to rank scenarios in groups of ‘high’ and ‘normal’ priority by
considering the factors mentioned in the recital above (number of affected
persons, irreversibility of the harm and potential for remedies) and whether
the platform already has mitigation measures in place.

We only suggest these two ranking categories because the scenarios under
consideration, such as threats to fundamental rights, should never have low
priority. If the spectrum of scenarios under consideration is too wide, you can
also add a very high-priority category.

Imagine the following scenario: A with mental health issues
becomes poisoned after ingesting chemicals advertised as pseudo-
medications because the recommender system has amplified this
misinformation within a cluster of users.
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Although the actual number of people who harm themselves might be low
and there is also a responsibility on behalf of the users, the irreversibility of
the harm is severe; therefore, the scenario is labelled a high priority.

Now, think of users who feel insecure about their bodies but do not suffer
from any mental health issues. They could be targeted with advertisements
that perpetuate unhealthy physical appearance stereotypes, pressuring
them to conform to these norms. Although there might be grave effects
for individuals continuously confronted with the unachievable appearance
norms in advertising, this potential harm stems from often sexist cultural
norms affecting societies at large, not the platform or the recommender
system.Hence, the risk scenario can be labelled as a normal priority because
the risk it poses is not any different than those that users are exposed to
when interacting with other media outlets. Suppose the audited platform
focuses on fashion or adult content. In this case, this same instance may
very well be labelled as high priority because the whole platform focuses on
this content, not just advertisements.

Once the risk scenarios have been prioritised, you must decide which
scenarios should be further investigated and what exactly to measure.
Some factors to consider here are financial resource availability, technical
expertise at hand and organisational focus and anything that may constrain
the development of the audit.

8. Step 3: Developing measurements

After developing and prioritising scenarios, we need to achieve an
understanding of how they can be observed on the platform. As described
above, there is no generic social media platform. Instead, each has its focus
(e.g., type of media), multiple products (e.g., search recommendations and
what to consume next) and affordances, which means it supports different
kinds of interactions. These affordances are reflected in the elements of a
platform that form a choice architecture guiding users through the system.
Moreover, each platform has an architecture comprised of different internal
systems.Therefore,howascenariocanbeobserved—and,hence,measured—
depends on the specific platform. The methods will differ depending on the
platform design and available audit resources.
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In the following two subsections, we will explain, first, a list of types of audits
and, second, platform elements that should be considered when developing
measurements for a specific product of a platform. Figure 7 summarises
these lists and shows the connections between types of audits and elements
of the platform.

User experience

’ Code audit ‘ User interface

( Crowd-sourced audit J —— Algorithmic logic

Document audit Content moderation

Architecture audit Terms and conditions

Automated audit Advertisement

User survey Report mechanisms

Data-related practices

8.1.Types of algorithm audits

With reference to the papers by Sandvig et al.”* and the Ada Lovelace
Institute®™, the list below provides an overview of the different kinds of
algorithm audits, their benefits, limitations and a few examples. Some types
of audits are based on the information they are analysing and some on how
data are collected. Auditing a scenario will often require including both
aspects.

Code/data audit: Given access to the code base, existing user data, ML
models and training data, an auditor could review the inner workings of a
specific recommender system. That auditor can evaluate the choices of
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algorithms and code libraries, ensure that state-of-the-art technology is
used or review the ML models, how they were trained and other existing data
to check for biases.

Benefits: A code audit can help to identify code-related flaws, for example,
failure to process certain data elements or biases stemming from the
selection and parsing of input data.

Limitations: Code audits are challenging to conduct because code is often
considered a trade secret subject to intellectual property constraints and
the underlying codebase is continuously evolving in short development
cycles. Conducting an audit on code alone will not allow auditors to assess
systemic risks related to how a platform is used.

Example: Wilson et al.”® conducted an internal audit at Pymetrics, a human
resources company using Al to assess job candidates, and evaluated the
biases in their screening system. The researchers analysed the algorithmic
fairness of Pymetrics’ approach regarding its assumptions, correctness and
other factors. The study was later criticised for a conflict of interest because
the researchers received funding from the company and limited the scope of
the audit to technical aspects.

Crowd-sourced audit: The users of the platform donate data to share what
is shown to them on the platform. They can do so by providing auditors with
access to account-related data, for example, through specialised plugins or
by copying data following a script provided to them by researchers.

Benefits: Data donations can shed light on specific problems experienced on
the user side. Compared with automated audits, they provide data from real
user behaviour.

Limitations: It is very hard to balance the set of participants to get a
representative sample because, often, only a specific user group is reached.
Users may violate the terms of service of the platform, risking being banned.
User data come with high requirements regarding the protection of personal
data.ltisalsooftenimpossibletocollectallthe necessary datatounderstand
how user behaviour and data provided affect the recommender, for example,
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the complete watchlist of a years-old account or all comments posted in the
past.

Example:DataSkop*isadatadonationplatformdevelopedbyAlgorithmWatch
and several project partners. Open-source data donation software can be
used for noncommercial research, civil society projects, and journalistic
research.In a pilot project, they gathered data on YouTube recommendations
regardingthe 2021 German federalelection.””The participants wererecruited
through public channels, resulting in biased submissions because a specific
user base was more easily reached.

Document audit: Many platforms release a broad set of information that can
be analysed in multiple ways, for example, transparency reports or terms
of service. Sometimes, whistle-blowers publish internal documents that
disclose information on how the platform operates. In addition, internal
auditors may getaccesstoeven morereports produced forinternal processes.

This approach requires either cooperation with the platform (which might
lead to a conflict of interest), whistle-blowers leaking internal data or
collecting other data publications, for example, in court cases. When working
with original data, auditors must carefully redact the documents.

Benefits: Information is (publicly) available, and data are often aggregated
regarding specific questions.

Limitations: Alimited set of information that may not be relevant for the audit
process. Transparency reports are often not comparable between platforms
or across multiple years because the methods for aggregating the data are
not disclosed and there are no standards for reports. Leaked information is
often hard to verify, or it might disclose a procedure for which the current
status is unknown.

Example: A recent example of a document audit is the so-called ‘Twitter
Files’ published by journalists of ‘The Free Press’.®' Their analysis was based
on an examination of the internal communications archive of the company.
The results shed light on the internal content moderation processes of the
platform and related ‘shadow banning’ practices. In the case of the ‘Twitter
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Files’, the publication of personal data of low-ranking employees resulted in
online harassment.

Architecture audit: Platforms employ several different systems, including
recommenders, and their introduction or interplay may increase or decrease
certain risks. Knowing what systems are in use, how they are connected and
how data flow between them may help in understanding their combined
effects.

Benefits: New elements to the architecture can be audited before their
introduction, and their effects can be studied on real data during the
deployment process.

Limitations: The audits of changes in the architecture depend on knowledge
that, in most cases, only the platforms have (e.g., what new features
are tested on whom). If platforms are transparent about their updates,
researchers could compare data from the time before the deployment of
new features to data gathered after this change. One of the limitations is
that not just the architecture changes, but many factors could influence user
behaviour at different points in time, making attributions of causality and,
thus, comparisons difficult.

Example: Huszar et al.” (conducted by Twitter) analysed the impact of the
algorithmically personalised ‘Home Timeline’ of Twitter introduced in 2016 by
excluding a control group from the new feature. They then compared the two
groups and found that, in the group with the algorithmically sorted timeline,
mainstream right-wing posts received higher algorithmic amplification than
mainstream left-wing posts. Although this study produced reliable insights
on which content is amplified, it did not offer any insights into why it is being
amplified.

Automated audit: Automated measurements through sock puppets, APIs
or scraping have been widely used and can be conducted by independent
auditors.
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» Sock puppet audit: Sock puppets® are user profiles created and
programmed to imitate human behaviour. They can be untrained, for
example,as new,blankaccounts,ortrained on certain user profiles (e.g.,
different ideologies or interests), usually by letting them automatically
consume or interact with different categories of content.

Benefits: Sock puppet audits can be carried out without platform
cooperation. The behaviour of the puppets can be controlled to
experiment with the recommender.

Limitations: Even well-trained sock puppets differ from accounts of
real humans because auditors must make certain assumptions about
user behaviour. Some recommender systems might even be able to
detect sock puppets and then act differently.”” Most platforms also
forbid the use of sock puppets in their terms of service.

Example: Haroon et al.” trained 100,000 YouTube sock puppets on a
specific ideology (‘left, centre-left, centre, centre-right and right’) by
letting them watch 100 randomly sampled videos from their assigned
ideology. The study concluded that ‘YouTube’s recommendations do
direct users, especially right-leaning users, to ideologically biased and
increasingly radical content’.” Although the number of sock puppets
in this study was impressively high and the authors made efforts
to diversify the simulated profiles, this significantly increases the
resources needed and still might not represent actual users.

« APl audit: In APl audits, auditors access platform data via an
‘application programming interface’ (API). The platforms themselves
provide these APlIs.

Benefits: APIls give auditors easy access to platform data simplifying
data collection and analysis.

Limitations: APl audits strongly depend on the platforms and their
decisions about what data and how much of it they share through
their API. Although some APIs are open to everyone, others require
registration;therefore, platforms can restrict access. The data received
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from an API can also differ from the experiences of real users. Either
auditors trust the APl or must compare the output to other data (e.g.,
from crowd-sourced or sock puppet audits).

Example: Dhiraj Murthy’® explored the role of YouTube’s recommender
system in directing users to ISIS-related extremist content. He queried
the YouTube APl with ‘YouTube DataTools’.”' With the API, it was possible
to point out whether ISIS videos were recommended to users via the
search function or the recommendations beyond a seed video. Murthy
not only found that it was possible to find ISIS videos in 2016 (although
it was not easy), he also was able to track that, in 2020, YouTube
appeared to have made efforts to combat ISIS videos. However, what
cannot be assessed with this approach is whether users with existing
profiles would get the same recommendations as extracted by the API.

 Scraping audit: Scraping audits involve monitoring and processing
a platform to collect data, for example, creating a data set of users
active on the platform. Scraping is mostly passive when it comes to
interaction with the platform.

Benefits: Scraping audits do not require the platform’s cooperation
either and can help get an overview of the platform’s content over time,
for example, in continuously monitoring newly added content or search
results.

Limitations: Like sock puppets, scraping often violates the platforms’
terms of service.”” Although this audit focuses on monitoring a service,
it does not include personalisation for specific user accounts, which is
an essential factor in studying recommenders.

Example: Zhou et al.”” collected data about videos on YouTube, finding
that the recommended video section was the most important source
of views for the majority of videos. They found strong correlations
between the view count of a video and average view count of its top
referrer videos, as well as between the position of a video on the
recommended list and the click-through rate of the video. Although the
data provided insights into the correlations of recommendations and
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view counts, similar to using untrained sock puppets, it could not offer
insights into those aspects impacted by personalisation.

User survey: Surveying users of a platform can shed light on a broad set of
problems experienced by participants. These surveys can follow different
qualitative and quantitative approaches.

Benefits: Studies with actual users allow auditors to analyse the socio-
technical environment. To assess the risks of algorithmic systems, not only
the systems themselves matter, but also the experiences with the systems.

Limitations: The study design must carefully differentiate between the
causalities of issues and the platforms’ influence. User surveys usually
provide only an overview of users’ assumptions; they do not provide any
causal information about the algorithm itself.

Example: Klug et al.”* conducted qualitative interviews with TikTok creators
on their assumptions about TikTok’s recommendation algorithm. Video
engagement, posting time, adding trending and algorithm-related hashtags
and piling up hashtags were the main metrics creators assumed had an
influence on TikTok’s recommendation algorithms. Because user surveys
can only ask for subjective experiences, the researchers tested these
assumptions with scraped data from TikTok videos. This example shows that
user surveys can be used to collect assumptions and hypotheses that must
be checked with another audit type.

The list we have provided is not exhaustive. There are other audit types as
well as other benefits and limitations of each audit. Different audit types can
and should be combined to comprehensively audit a scenario.

8.2. Elements of the platform

Which audits to use will depend on the choice architecture elements under
scrutiny. Each product of a platform has different elements that can increase
or decrease risks, and each element’s influence needs to be considered and
measured. For example, limiting the spread of illegal content depends on
what aspects are considered illegal in terms of service and according to
(local) law, whether there is an automated detection algorithm at work, how
the content moderation rules for this type of content are defined and how
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the interface is designed for users to report such content.

Therefore, ‘platform involvement’ is part of the risk scenarios we explained
above. Consequently, developing measurements to test scenarios requires
the use of algorithm audits on a specific platform element. The below list
incorporates and extends the platform elements mentioned in the DSA (e.g.,
Article 34(2)) and should help you sharpen your approach and find the best-
fitting algorithm audit. The decision regarding proper measurements for each
scenario should be made alongside the algorithm audit types and platform
elements. This will help you discuss the benefits and limitations of each
approach while focusing on a hypothesis that can be built in conjunction
with the scenario. Not all types of audits fit all elements of a platform. Figure 7
provides examples of the most relevant connections.

User experience/journey: The user experience or user journey encompasses
the subjective experience of a user on a platform regarding its utility and
ease of use or efficiency concerning their individual usage. In terms of the
user experience, you should ask yourself the following: How do the general
aspects of the platform design impact what users can and cannot do on the
platform? This aspect includes the overall goal of a platform implemented in
its focus on specific content and interaction forms.

Example: The starting point of the TikTok App is always the ‘For You’ feed
rather than the ‘Following’ feed. On YouTube, the autoplay function that
starts the next video when the currently viewed one is finished is enabled by
default. These elements emphasise the recommended content over content
that is, for example, posted by accounts being followed.

User interface: The user can interact with the system via the user interface.
This includes the control mechanisms made available through the layout
and design of, for example, an app or website. Questions to analyse the user
interface for an audit are as follows: How does the interface support user
interactions that lead to or may help mitigate a risk scenario? This element
can range from the number of clicks necessary to perform an action to the
language used to encourage or restrain certain actions. You should also
consider that the DSA prohibits the use of ‘dark patterns’ in design that
prevent users from making ‘free and informed decisions’ (Article 25, DSA).
Examples of dark patterns are pre-checked boxes (e.g., for newsletter sign-
up during online purchases) or cookie consent notices where the ‘accept all’
button is bigger or more colourful than the ‘reject all‘ button (if present at all).

Example: Twitter implemented the ‘Retweet’ button in 2009, and to this day,
it remains one of the key features of the platform. At the same time, the
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developer regrets that he implemented it because it may have decisively
contributed to the emergence of online mobs that spread disinformation
and moral outrage.’”” Thus, the design of user interfaces can trigger specific
actions by users and may contribute to emerging harms.

Algorithmic logic: Algorithmic logic can refer to different products of the
platform, such as the following:

« Personalised user feeds (e.g., Twitter Home feed, TikTok ‘For You’ feed)
« Recommendations based on search queries
+ ‘Watch next’ recommendations (e.g., YouTube ‘Watch next’)

« Start page recommendations (e.g., YouTube main page)

These examples demonstrate that there is not ‘one’ algorithmic logic to
consider (see Section 2.2), but there are different systems that are partly
intertwined and that sometimes work under differing logics. Questions to
consider when thinking about measurements for algorithmic logic: How do
the automated elements of the platform impact the scenario? What data are
used and where? How are content and users categorised and clustered? How
do they automatically amplify, demote or ban content?

Example: Platforms in general might be optimised for a number of different
attributes, for example, daily active users and watch time in the case of
TikTok’s ‘For You’ feed. Other platforms or elements might have different
optimisation goals; for example, the ‘watch next’ feature has the goal of
keeping users engaged within a session, and a search function might be
optimised for ad display.

Moderation: Moderation not only includes the removal of content or
suspension of accounts, but also a wide range of other measures, such as
labelling content, reducing the visibility of content or disabling comments.
Besides this, measures can be taken not only against pieces of content,
but also against specific accounts.”® To consider aspects of moderation is
especially relevant regarding the risks to freedom of expression or media
freedom. Considering moderation for an audit means answering the following
guestion: How do the platform’s decisions on moderation and moderation
techniques affect the scenario?

Example: The ‘Twitter Files’ triggered a debate on content moderation
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practices and their opacity. The decisions on suspending accounts
and reducing the visibility of certain content were not based on a clear,
transparent and comprehensible process.’’ Also, TikTok users have reported
that it is difficult to contact the content moderation team, and many bans of
user accounts do not list the reasons for the ban.

Terms and conditions: Terms and conditions and similar documents, such as
community guidelines, describe what content or user behaviour is allowed
and accepted on a platform. Only if something is acknowledged as a risk or
mentioned as forbidden should actions by the platform be expected. What do
the terms of service or community guidelines say about content and risks?

Example: At the beginning of the Covid-19 pandemic, it took platforms some
time to adjust their rules and prevent the spread of misinformation about
the public health crisis. For instance, TikTok did not mention misinformation
explicitly before January 2020.

Advertisement: Given that social media platforms often have different
systems and rules for user content and advertising, some risks are explicitly
related to ads. The DSA mentions that these risks can range from advertising
illegal or harmful content to discriminatory portrayal in advertising, which
can have a negative impact on equal treatment. You should ask yourself the
following: Is something specifically related to the advertising elements of
the platform?

Example: Facebook has been criticised multiple times for allowing political
ads to micro-target users, for example, with campaigns that were intended
to discourage people from voting. TikTok banned political advertising
completely, but researchers have shown that political ads still exist.

Reporting Mechanisms: Most platforms allow users to report content they
see for various reasons, such as community guideline violations. There are
overlaps between content moderation and user interface elements, but the
process is alsoimportant.To develop measurements, you should ask yourself
the following: How does the process of reporting content work? Does it
enable user reporting, or does it put up barriers in the scenario? Do those
who are reported get any feedback or information about the reasoning?
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Example: On TikTok, the feature of reporting content for violations of
guidelines is part of the ‘share’ button, a location where users might not
expectitto be.On Instagram,itis highlighted in red and is part of the general
content item menu. Both platforms offer a ‘Violates NetzDG’ item alongside
categories of possible violations (e.g., ‘mobbing’).”" Most users likely do not
know what the NetzDG is, potentially hindering the usage of this reporting
mechanism.

Data-related practices (i.e., data collection/processing): Platforms process
and collect different types of data, from content posted by users to tracking
data from interactions. These data are then used and enriched in processes
relevant for audits. As an auditor, you should answer the following questions:
What role do specific data points or analyses play in this scenario? Which
data are being collected and processed (e.g., aggregated or inferred)? How
and in what ways are data protection measures implemented?

Example: Facebook allowed third-party developers to access users
personal information via third-party apps. This was also used by Cambridge
Analytica, a former British consulting firm.Cambridge Analytica closed down
after being involved in a data privacy violation scandal for microtargeting
political advertisements in the 2016 US presidential campaigns, leading to
accusations of influencing the election and having a negative effect on the
electoral process.

This list can be extended if necessary.

8.3. Prioritisation of measurements

Based on the lists of types of audits and elements of the platform, you and
your team will be able to develop several measurements for each scenario
that you want to audit. In many cases, the number of possible measurements
will exceed the available resources of time, computing power or expertise for
a specific type of audit. The following criteria (see Figure 8 below) can help
you prioritise the measurements and decide which audit to conduct and in
what order.
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bility influence
Repre-
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ness effects
How difficult will it M How can a scenario
be to execute this easurement be effectively detected
measurement? priority with this measurement?

In Section 7.2, we saw that, given the pervasiveness and complexity of
risk scenarios, it was necessary to prioritise them to decide which one to
investigate. The same is true for measurements. Studying a particular
scenario may benefit from studying all the relevant platform elements
involved, but investigating all of them is often not feasible. Once again,
we need to prioritise; here, thinking of two variables may prove helpful:
detectability and difficulty (see Figure 8).

1. Detectability: How can different scenario components be effectively
detected with this measurement?

Each measurement can usually only observe a part of the scenario: the
individual harm, the specific recommender system’s behaviour or the
macro effects. Depending on the focus of the scenario, a measurement
will help in understanding this impact.

2, Difficulty: How difficult will it be to execute this measurement?

Especially concerning the implementation costs, replicability or
representativeness, measurements will vary heavily from user studies
requiring a careful study design and paying participants to document
reviews based on simple online searches.

Rankingthe ideas for measurements along these two parameters will provide
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anordered list of the best ones that should be implemented to test a scenario.
How many audit types are implemented and how many measurements are
conducted depend on how good the chosen methods are and the available
resources the audit team has.

We will examine the following risk scenario:

A who is temporarily in a personal crisis is overly exposed to
videos describing or showing self-harm by the recommender system on
the ‘For You’ feed. This might exacerbate the general mental health crisis of
young adults.

The platform element most interesting for this scenario is algorithmic logic.
Regarding the types of audits, several approaches are possible to better
understand the extent to which this scenario is happening on TikTok. After
collecting potential approaches to test the scenario, you can rank them in
terms of difficulty and detectability.

You could conduct a data/scraping audit to assess the extent of videos
showing self-harm on TikTok. Therefore, you could inspect the platform’s
content either with first-party access to the data (e.g., getting metadata
for all videos uploaded within a week) or by scraping content to get an idea
of the number of distributed videos with self-harm content (e.g., scraping
the search results for terms related to self-harm for 30 days). This would
require a way to classify this type of content with some accuracy. What is
considered self-harm content and what is not will likely demand human
labelling. Accuracy can then be considered for assessing detectability,
primarily concerning the influence of the recommender system and less so
for the respective micro or macro harms. For example, the number of videos
might only reflect that the macro effects exist but not whether the platformiis
contributing toit. The difficulty of this measurement depends on data access;
it would be low if you have first-party access to existing classifications.
Then, the measurements would also lead to representative and reproducible
results. A scraping audit would be more difficult depending on the platform’s
restrictions. Analysis over time would increase the detectability of the macro
effects by showing whether an increase in the number of videos precedes
or follows an amplification of health crisis indicators. However, at the same
time, a long-term analysis increases the difficulty.

A sock puppet audit could be conducted to check whether the recommender
system produces excessive exposure, or so-called ‘rabbit holes’ (like the
above-mentioned audit that The Wall Street Journal conducted). It could use
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accounts set up as adults between 18 and 25, scrolling the news feed for 60
minutes daily, pausing on videos (i.e., ‘watching’) related to depression and
searchingforrelated topics. The detectability hinges on two aspects:first, the
accuracy of labelling this type of content, as described above, and, second,
a definition for what level of exposure you consider ‘excessive’. This type of
audit will provide few insights into individual harm or macro effects, but the
analysis could reveal how fast the recommender adapts to user behaviour,
showing this type of content to users. Understanding how a specific product
changes over time may also shed light on the capacity of the platform to
react to overexposure and remedy it by implementing mitigation measures.
The difficulty is likely higher than with the data/scraping audit because it
takes more resources to implement automated behaviour comparable to
real user interactions and scale them to a representative level. There is a
systematic issue with the replicability of these audits. Over time, as the
algorithm and content of the platform change, the same measurement could
lead to different results.

Withauserand/orexpertsurvey,youcouldtrytounderstand userexperiences
on the platform by surveying 1,000 regular TikTok users, shedding light on
the potential individual harms they may suffer but also helping assess
their macro effects. The difficulty of conducting representative surveys is
generally high. Reaching the right audience for a survey might be particularly
challenging for the scenario above because young adults could be more
difficult to reach through existing surveying and sampling platforms. As with
every other type of audit, it is essential to consider how representative its
results are. Most findings will not be generalisable to what all the users of a
platform experience. Therefore, auditors must be aware of the spectrum of
applicability of their results and be fully transparent about them.

No single measurement will be perfect regarding all prioritisation criteria.
Therefore, you need to find the right number of methods, likely more than
one, that best fit the scenario and contribute to understanding the different
components of the scenario. In this case, a data/scraping audit together
with a user survey could already be sufficient to understand the impact of
the platform and its recommender on individuals, as well as on macro harms.

8.4.Conducting measurements
Finally, the measurements you decided on must be implemented to collect

the data. How exactly depends on the types of audits you prioritised and find
most useful for the scenario you are evaluating. We recommend carefully
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reviewing the related work and examples of the existing measurements
provided above before developing a measurement setup created from
scratch. Doing so will save resources and increase replicability if you use
or build upon existing tools and frameworks. For example, 4Cat” or TRex

are frameworks developed and maintained by other researchers and can
serve as a starting point for your measurements. In any case, you should
maintain proper documentation regarding the circumstances of each
measurement, including the code and technical setup. This is necessary to
ensure reproducibility or at least comparability with future measurements.

We recommend following research best practices when it comes to
conducting your audit and archiving its results.” This will make it easier
to analyse the data and report on the results in the final step of the audit
process.

9. Step 4: Evaluating results and audit reporting

The final step of the audit process is to evaluate the results of the
measurements,interpretthemwith respecttothe scenario(s)and summarise
everything in an audit report. For the evaluation, you need to compare your
results with the expectations when selecting the type of audit. For example,
did you reach the sample size you planned for in a survey? Did the automated
audit result in a dataset allowing for statistical tests?

For the interpretation, you should reconsider the scenario and discuss to
what extent your measurements confirm or contradict that the platform has
an impact on the harms under scrutiny.

The documentation of the previous steps forms the basis of the report and
allows the audit to be reproduced later, to allow replications by third-party
auditors or to test if implemented interventions and mitigation measures
work. Furthermore, revisiting scenarios and analysing them with other types
of audits can also be useful for checking whether a mitigation measure has
even addressed the different components of a scenario (e.g., individual harm
and macro effect). Mitigations implemented in recommender systems might
sometimes not reduce the harm itself but instead are optimised in such a
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way that the harmful content cannot be detected or measured anymore. For
example, if you were studying representations of self-harm on a platform,
the platform might simply ban specific hashtags as a mitigation measure.
A replication study relying on measuring hashtags would then show that
the prevalence of this content decreases, where instead users might have
simply started using other hashtags, as is often the case with borderline or
harmful content about suicide, drugs or political extremism.

The DSA outlines only abstract requirements regarding the documentation of
risk assessments but has some very specific requirements for compliance
auditreports (see Infobox Documentation Requirementsinthe DSAregarding
Audits and Risk Assessments’). Because it must be clarified by regulators
if risk assessments will be part of the compliance audits and because the
requirements for compliance audits are more concrete, we have incorporated
the requirements for both in the following template. A report should provide
detailed information to make the assessment reproducible and, if necessary,
should also describe the mitigation measures the platforms should address.
In the case of compliance audits, if the audit finds significant issues, VLOPs
need to react to the recommendations addressed to them within a month
(see Article 37(6)).

The content of an audit report depends on several factors. It matters whether
it was carried out by a first, second or third party, what type of audit was
performed and to which target audience it is addressed. However, we
consider some elements fundamental for a thorough and transparent report.
The following template summarises these elements:

1. Executive Summary

a. Describe your considerations of the prerequisite steps, including
what platform is audited. Who is conducting the audit and why? What
systemic risk(s) are considered for the audit?

b.Acompliance auditneedstoinclude namesandaddresses (as required
for compliance audits, Article 37(4)(a)(b), see Infobox Documentation
Requirements in the DSA regarding Audits and Risk Assessments’).

¢. Summarise the main findings (Article 37(4)(e)).

d. Compliance audits also need to include a declaration of interest
(Article 37(4)(c)).

50


https://www.stiftung-nv.de/en
https://www.washingtonpost.com/technology/2022/04/08/algospeak-tiktok-le-dollar-bean/
https://www.washingtonpost.com/technology/2022/04/08/algospeak-tiktok-le-dollar-bean/

Dr Anna-Katharina Mef3mer & Dr Martin Degeling
February 2023
Auditing Recommender Systems

2. Introduction (Step 1)

a. Describe details about the platform, for example, the products and
elementsrelevant to the audit at the time.This isimportant because the
platform might change between this audit and the next one. Elaborate
on the following questions: What is the choice architecture of the
platform, and what are its affordances? What elements of the platform
use recommender systems? (Article 37(4)(d))

b. Describe the stakeholders considered for the audit and include a list
of those involved in the process (Article 37(4)(f)).

3.Scenarios (Step 2)

a. Describe the process of scenario creation: How did you develop
scenarios? What actors, characteristics, harms, platform involvement
and macro impacts were considered? How was the list prioritised?

b. List the scenario(s) selected for the audit.

4. Methods and Measurements (Step 3)

a. Describe the process of measurement development: How did you
develop measurements? What types of audits did you consider (e.g.,
with respect to the level of access you have to the platform)? What
measurements were developed for the scenario(s)?

b. What methods were selected for implementation? Describe the
reasoning behind your decision. Consider the difficulty and detectability
of each measurement.

5. Results and Audit Opinion (Step 4)

a.Describe the findings of your audits with respect to the risk scenarios.
Discuss to what extent your results can be generalised.

b. Provide a statement (i.e., ‘audit opinion’) on the systemic risks (Article
37(4)(g)).

c. Describe mitigations the platform should implement (Article 37(4)(h)).

6. Appendix

51

a. You should provide supplemental material necessary to understand
or reproduce your audit. This can include surveys, additional results,
documentation of the process and references to code or raw data.

b. When referencing external digital sources, ensure their long-term
availability.


https://www.stiftung-nv.de/en

I  Dr Anna-Katharina MeBBmer & Dr Martin Degeling
February 2023
Auditing Recommender Systems

Documentation requirements in the DSA regarding audits and risk
assessments:

Recital (85)

‘In order to make it possible that subsequent risk assessments build
on each other and show the evolution of the risks identified, as well as
to facilitate investigations and enforcement actions, providers of very
large online platforms and of very large online search engines should
preserve all supporting documents relating to the risk assessments that
they carried out, such as information regarding the preparation thereof,
underlying data and data on the testing of their algorithmic systems.

Article 34(3)

‘Providers of very large online platforms and of very large online search
engines shall preserve the supporting documents of the risk assessments
for at least three years after the performance of risk assessments, and
shall, upon request, communicate them to the Commission and to the
Digital Services Coordinator of establishment.

Article 37(4)

‘Providers of very large online platforms and of very large online search
engines shall ensure that the organisations that perform the audits
establishanauditreportforeach audit.Thatreportshallbe substantiated,
in writing, and shall include at least the following:

(a) the name, address and the point of contact of the provider of the very
large online platform or of the very large online search engine subject to
the audit and the period covered;

(b) the name and address of the organisation or organisations performing
the audit;

(c) a declaration of interests;

(d) a description of the specific elements audited, and the methodology
applied;

(e) a description and a summary of the main findings drawn from the
audit;

(f) a list of the third parties consulted as part of the audit;

(g) an audit opinion on whether the provider of the very large online
platform or of the very large online search engine subject to the audit
complied with the obligations and with the commitments referred to in
paragraph 1, namely “positive”, “positive with comments” or “negative”;
(h) where the audit opinionis not “positive”, operational recommendations
on specific measures to achieve compliance and the recommended
timeframe to achieve compliance.
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10. Summary and outlook

As described in the beginning, we face two challenges in auditing and
assessing recommender systems and their risks. First, social media
platforms and their recommender systems are composed of multiple
products that are embedded in a specific choice architecture and shaped by
platform-specific affordances. Second, systemic risks, as mentioned in the
DSA, are often described vaguely and abstractly.

The DSA now requires various procedures to audit algorithmic systems and
assess how they contribute to systemic risks. In our paper, we have identified
different audits and assessments as demanded by the DSA (see Section 4.1):

« First-party ‘risk assessments’ are conducted by VLOPs internally (i.e.,
Article 34, DSA) and published once a year.

« ‘DSA compliance audits’ are a type of second-party audit conducted
by externalcontractors.Itisunclearwhethertheseincludeanytechnical
aspects.

« Third-party ‘risk assessments’ or ‘impact assessments’ are carried out
by external and independent researchers (i.e., Article 40, DSA).

These required audits and risk assessments are—albeit important—
snapshots because the platforms and the way users engage with content
continuously evolve. Furthermore, to investigate systemic risks, you must
bear in mind that they are an interplay between individual and societal
phenomena, with platform-specific risks induced by their affordances and
recommender systems.Thistension and the intrinsic complexity of socialand
psychological phenomena require that various relevant parties participate
in the audit. For this reason, we propose a multistakeholder audit process
breaking down the abstract systemic risks into concrete scenarios and then
conducting multiple types of audits to ensure that the effects within and
outside the platform are studied (e.g., by combining user surveys or expert
interviews with an automated audit).

The present paper provides guidelines to operationalise systemic risks, set
up a process to make well-founded decisions on suitable audit methods and
enable comparability between different approaches. The risks-scenario-
based audit process meets requirements for first-, second- and third-party
audits. It helps auditors to set up an audit process which brings together
various elements, issues, stakeholders and audit types. The audit process is
based on four steps described in Sections 5—9 and explains how the different
components are related to DSA requirements. Our guidelines can also help
you revisit scenarios after a change to the platform has been implemented,
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allowing you to assess whether the risk mitigations deployed have had the
desired effect.

We explicitly suggest that the risk-scenario-based audit process we have put
forward in this paper be considered a contribution to the ongoing discussions
on how the DSA should be implemented. At the time of writing this, several
pieces of secondary legislation were being developed. Among them were an
implementing act on a transparency reports template, a delegated act on
independent external audits and guidelines on specific risks related to risk
mitigation.

Below are some recommendations we offer for the enforcement of the DSA.
We detected the issues these recommendations seek to address while
developing the risk-scenario-based approach for audits of social media
platforms and during our exchanges with experts and other stakeholders.

Prevent ‘audit-washing’ through compliance audits

The DSA requires independent contractors to audit if VLOPs violate their
due diligence obligations. Therefore, the European Commission is currently
working on the delegated act on independent audits according to Article
37—the audits we call compliance audits. An internal presentation by the
European Commission suggests that these independent compliance audits
should be part of a life cycle of risk management supervision by the European
Commission. Another part of this life cycle is risk assessments, which, in
turn, are also an object of scrutiny for compliance audits. However, it is still
unclear who these independent auditors are going to be and if compliance
audits must encompass the auditing of the VLOPS’ internal risk assessments
for quality.
Therefore, we recommend the following three measures:

1. Make sure thatindependent compliance audits of external contractors

also evaluate the quality and methods of the VLOPs’ internal risk
assessments.

2. Ensure that these independent second-party audits include
independent researchers and experts on systemic risks and algorithm
audits as stakeholders in their auditing processes.

3. Ideally, second-party audits include independent risk assessments
themselves using the risk scenario audit process that we have
described as a facilitating tool.

These requirements are essential to ensure that second-party audits are
not rendered mere ‘audit-washing’ tools for the platforms, as the audit
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researchers Ellen Goodman and Julia Trehu suggested.
Extended transparency and observability of risk assessments are necessary

The topic of data access and transparency is worthy of a paper of its own,
which is why we cannot go in-depth on this issue here. However, we briefly
want to discuss several points with strong connections to risk assessments
and audits in the following sections.

As we outlined in Section 4.1, VLOPs are obliged under Article 42(4)(a) to
report the results of their internal risk assessments to the digital services
coordinator of establishment and the European Commission in accordance
with Article 34 and to make them publicly available.

For transparency and to enable their scrutiny by any interested party, VLOPs
should also be required to provide a thorough methodological description
of the assessments they have carried out, including their hypotheses,
information about which metrics were considered and if and how they
assessed their own internal experiments (such as A/B-testing). Making this
available to the public would enable reviews of these first-party audits by
third-party auditors, which can only result in heightened accountability. This
is already vaguely stated in Article 42. However, we advocate for these audit
processes, especially the tested scenarios, to be disclosed.

Observability should be the goal of transparency and data access obligations

As described above, platforms and how users engage with them continuously
evolve. Therefore, the information required to conduct audits and, thus,
understand the impact that regulations and their enforcement have had
on risk mitigation measures is also constantly changing. If transparency
and data access obligations do not reflect the dynamic nature of the issue
and instead focus on static metrics, platforms might try to optimise these
numbers instead of actually mitigating risks.

Therefore, the goal of transparency and data access obligations should be
to maximise observability, that is, our capacity to scrutinise these platforms
over time, their processes and, thus, being able to detect their evolution and
impacts on individuals, groups and society—also across different platforms.

This is why, data access needs to include real-time data. Although this is
already mentioned in the DSA (e.g., Recital 98), platforms can backtrack if
providing access is technically complicated. Instead, platforms should be
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required to give access to and provide the technical means for auditors to
analyse the platforms in real time. This must be further specified in the
delegated and implementing acts because this is an important aspect
towards achieving platform observability.

This also shows that transparency reports need standards. Experiences
with the transparency reports under the Network Enforcement Act in
Germany have shown that these reports are difficult to compare and assess,
for example, because they do not disclose the societal scale® or explain
why these harmful exposures are happening. Also, these reports sometimes
work with different metrics, even within one report, or do not disclose the
basic population of the provided prevalence numbers. We recommend more
precise specifications for DSA transparency reports (e.g., in accordance with
the European Digital Media Observatory (EDMO)®° and Algorithm Watch®).
In line with this, we strongly support the recommendation by the Integrity
Institute, an American nonprofit organisation working to improve social
platforms, calling for these reports to disclose the entire life cycle of harmful
content.

Maintain critical supervision

The European Commission and Digital Service Coordinators are responsible
for the supervision of transparency and audit reports. We worry that any
oversight approach based on key performance indicators or similar metrics
(e.g.,focusing on the number of deleted posts or comparable high-level data
in dashboards) might distract from what should be the focus of interest:
actual risks and specific scenarios. Therefore, we call for quality-based
approaches to supervision, which not only check whether risk assessments
were conducted, but also evaluate them.

Asacivilsociety organisation,we wantto contribute to setting high standards
for the societal scrutiny of the recommender systems of social networks and
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similar online platforms. Audits that are mainly conducted internally
as first-party audits and only reviewed for compliance by second-party
auditors will fail to effectively minimise the systemic risks that these
technologies pose. Therefore, we see our approach as a first attempt at
standardising the audit processes already present in the DSA, one that
seeks to achieve comparability. We believe that the approach outlined
in this document can contribute to furthering the operationalisation
of the audits and risk assessments that the DSA requires and those
carried out beyond its scope. Moreover, we hope it can also become
part of the toolbox that every concerned organisation or authority has
at hand to watch over the pressing challenges of our constantly evolving
digital public sphere.
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